Bce BMAHO
Bce 3aliMLLIEHO.

BecnpeueaeHTHaa BUANMOCTb, CKBO3Hasa 3alunTa U
cobnogeHne TpeboBaHU ANng Bcex BallUX
rnobanbHbIX NUT-akTUBOB

-

O6nauHas Nnatdopma
Qualys

MonHasg, obHoBNsieMas B p€asibHOM
BpeMEHN MHBEHTApM3aLUMOHHaA
VIHCbOpMaLI,VIFI Mo BCEM aKTMBaM - rae 6bl
OHN HE HaXoAuNnNCb

HenpepblBHasa oueHKa COCTOSAHUS
6e3onacHocTn n cobnoaeHns
TpeboBaHum

BbigBneHne CKOMNPOMETUPOBAHHbIX
adKTUBOB U y9|3BVIMOCTel7I HYy/neBoro AHA

B0O3MOXHOCTb aBTOMATUYECKOIro
obHoBneHUA NT-akTUBOB

KoHconnaaums cteka peweHun no UT,
6e30nNacHOCTN MU COOTBETCTBUIO
TpeboBaHUSAM

KapauMHanbHoe CoKpallleHWe Baluux
3artpar




O6nayHas NMNnatdopma Qualys

®

Cloud Apps

00000
DOCCO
L

CeHcopbl, 06ecneunBaowme
HenpepbiIBHYO BUAUMOCTb
Bawmnx UT-akTMBOB

Bce naHHbIE

AaHaNIN3UPYIOTCA B peXXuMme
peasibHOro BpeMeHM

YHuKaneHble npenmyuwectea ObnavHon MNMnatdpopmel Qualys

He TpebyeTcs
NS

S @ npuo6peratb wnm
ynpasnsitb
KakuM-nn6o
annapatHbIM
obecneueHnem

Her HeobxoaumocTu B

JOIOJHUTEIBLHON YCTaHOBKE

WM ynpasieHuu. Bee cepBuchl

JOCTYIIHBI B 00J1aKe uepes

BeG-uHTepdeiic. Qualys cam

YIPAaBISIET UH(PPACTPYKTYPOIA.

CHM)XeHune
SKCrJlyaTtaumoH
HbIX pacxonos

IMockomnbKy BcE pa3melnaeTcs B
00J1aKe, OTCYTCTBYIOT
KanuTaJbHBIE 3aTPATHI, i HE
TpeOyeTCsl IOMOIHUTEBHBII
CEPBUCHBIN MEPCOHAT, HET
HEOOXO[MMOCTH IPUOOPETaTh 1
NOJIEPKUBATh KaKyI0-TM00
MH(PaCTPYKTypy WK
MpOrpaMMHOE 0OecHeYeHNe.

JlerkocTb
acnpenenéHHo
©® rPo pen

CKaHuMpoBaHuA

C NerkocThbio OCYIIECTBIISITE
CKaHMpPOBaHKE reorpauyecku
pacrpeyieJIeHHbIX 1
CErMEHTHPOBAHHBIX CETEH Mo
MepUMETPY, 33 MEXCETEBbIM
9KPAHOM, B IJMHAMUYECKUX
00JIaYHbIX cpenax U KOHEYHbIX
YCTpOICTBaX.

HeorpaHuyeHHo

e
IE‘ macwrtabupoBaH
ne

O6naynas [Inargopma Qualys -
9TO MaclTabupyemoe,
CKBO3HOE TEXHMYECKOe
PelIeHre ISl BCeX acleKTOB
6e3omacHoctu. [locne ero
pa3BepThIBaHUs, JIETKO
NO0ABJISIATE HOBBIE PECYPCHI,
M0JIb30BATENIEN U CEPBUCHI
TOTJIa, KOJIa 3TO MOTPEOyeTCs.




O6nayHaga MNnatdopma Qualys B Lindpax

HemepneHHo pearupyure

Ha yrpos3bil

CMoTpuTe Ha pe3ysbTaTbl B
oaAHOM uMHTepdence, B nwboe
Bpems, B 1Il060iM TOuke Mupa

CoBpeMeHHasi
v 6a3a 3HaHuM

Qualys obnagaer camoit
00JbILION B UHAYCTpUU 6a30i
CHUTHATYP ySI3BUMOCTEN 1
ocyluecTBisieT 6onee 3
MUJIIMAP/IOB CKaHUPOBAHMUIA
eXerofHo. Bce oGHOBIEHNS
CHCTEMBI IPOBOJISITCS B PEXIME
PEanbHOr0 BPEMEHN!.

q@]’: NPEAYNPEX/EHME:

@ Qualys

? HapexHoe
XpaHeHune
=)

AAaHHbIX

JlaHHble 00 ySI3BUMOCTSIX
HaJIeXXHO XPaHSTCS U
00pabaTbIBalOTCS B

N-ypOBHEBOI apXUTEKType
CEpBEPOB CO COATAHCUPOBAHHON
Harpy3koi. Hamm
3auMpoBaHHble 6a3bl JAHHBIX
3aLIUILEeHb] (PU3UYECKU U
JIOTUYECKU.

[locTynHo B BMAE Ny6JMYHOro nnm
yacTHoro obnaka

CepBepHas
CTOlKa
BupTtyanbHas
CTOMKa
ABTOHOMHbIN
cepsep

[ns rocyaapcTBeHHbIX CNyx6,
npeanpuaTuim n MSSP

[ns rocyAapCTBEHHbIX CNYX6,
npeanpusaTuin u MSSP

Ans npeanpusaTuii Manoro
n cpegHero 6usHeca




NMpunoxxenna ObnauHoun NMNnardpopmbli

MpunoxeHns Qualys NOSIHOCTbIO UHTErPUPOBaAHbI MEXAY
cobon U COBMECTHO MCMNOJIb3YIOT AAaHHblE, KOTOpPbIE
nnatdpopma cobupaeTt B peasibHOM BpEMEHU, ANS
aHan3a n Koppensauuu

YMPAB/TIEHUE AKTVBAMMU

Global IT Asset Inventory SYN CMDB Sync
BbecnnatHo! CKONMbKO Cunxponnsupyiire nagopmanmro 06 UT-akTnBax u3
yronHo YCTpoﬁCTB! Qualys c CMDB ServiceNow

[MoppepskuBaiTe MOJHYIO, aKTYaIbHYIO KAPTUHY IO BCEM
WT-akTuBam, rie Obl OHU He HAXOUIIKUChH (B JIOKATbHOM
ceTH, 06J1aKax, KOHTeHEepHbIX UH(ppacTpykTypax, ACY
TIluTpm.)

@ Certificate Inventory
Mopyub Certificate Inventory uHBeHTapu3uUpyeT

TLS/SSL ceprucukaTsl 10 BceM akKTUBaM

NT BE3OMNACHOCTb

Vulnerability Management Threat Protection

HenpepbIBHO BbISIBIISIIITE U 3aILMIIANTECH OT TouHo onpepensiiTe HanboJiee KPUTHUUYHBIE YTPO3bI U
ySI3BUMOCTEN B J1t000€ Bpemsi, B JIIOOOM MecTe pacCTaBJIAiTe MPUOPUTETBI 110 BHEPEHNIO

UCTPABJICHUI

m Continuous Monitoring m Patch Management

IMpepynpeskiaeT Bac B peXrMe peajbHOro BpeMeHH O YnpocTture 1 yBelmubTe CKOPOCTh Mpoliecca
M3MEHEHMsIX B Ballleil MH(ppacTpyKType yCTpaHEeHUsl ySI3BUMOCTEH JI7Isl BCEeX BalLMX

WT-akTuBoB

@ Indication of Compromise @ Certificate Assessment

OcyuecTpiisiiiTe HeNPEpPhIBHbI MOHHTOPHUHT OueHnTe 3aIMIIEHHOCTD BAIMX CEPTU(UKATOB 1

KOHEYHbIX yC'l‘pOlle'I‘B JJI 06H‘clpy>K€Hl/lﬂ KOI’KPVII‘}/]’)B.ILHH TLS
ﬂOILOijV[TeﬂbHOﬁ AKTUBHOCTH

BE3OMACHOCTb OBJIAKOB U KOHTEMHEPOB
a Cloud Inventory Cloud Security

WuBenTapusupyiiTe pecypchl, HAXOMISIIAECS B BAIINX ASSESS ment
myOJIMYHBIX 00JIaKax

HOleLll/l'l‘e [MOJIHYIO KapTUHY HAaCTPOEK 06e30MacHOCTH

BalIMX MH(MPACTPYKTYP B MyOJUYHBIX 0OIaKax

@ Container Security

O6Hapy>kuBaiTe, OTCIAECKUBANTE U HEMPEPHIBHO

3allMIIANATE KOHTEHEPHbIE MH(PPACTPYKTYPbI



COOTBETCTBUE TPEBOBAHNAM
a Policy Compliance @ Security Configuration

Assessment

Beeii Bateit cetn ABTOMaTH3MPYIITE MPOBEPKY KOH(HTY ALl

Ouenure HacTpoiiku 6e3onacHoctu UT-cuctem BO

rino6ansHbIX U T-akTuBoB

@ PCI Compliance m File Integrity Monitoring
BricTpo aBTOMaTH3MpYIiTE, yIPOCTUTE U YCTIELIHO Perucrpauys u orciexuBaHuii n3MEHEeHU B (haitiax
BHeJJpUTE Mpotiecc cooTBeTcTBUs TpedoBaHusmM PCI BO Bcex Bammx U T-cucremax

@ Security Assessment @ Out-of-Band Configuration

Ml/]HH]\‘[H'Slﬂ)yfTFC PUCKU ITPpU BEJICHUN Ou3Heca ¢ pi\C[]p()C'l‘leHHTC CBOIO IIpOorpamMmy 1o 0e30nacHOCTH
NOCTaBIIMKAMHU U MTPOYMUMU TPETbUMU JIMLIAMU Ha yCTpoﬁCTBil HENOCTYIHLIC MO CETU

BE30OMACHOCTb BEB-MPUTOXEHUIA

Web Application Scanning w Web Application Firewall

31\[1],[’1TI/ITC BC()—ﬂpI/IﬂO)KCHHﬂ B.TIOKVIpyI;[TC CETEBbIC ATaAKN U TSileblB'dI;lTC

BUPTYAJIbHBIMU MMaTYaMU YSI3BUMOCTU

BEO-MTPUIIOKEHUI

@ Qualys.

WannaCry Dashboard

TOP 5 EOL/OBSOLETE OPERATING SYSTEMS TOP 5 MISSING MS17-010 PATCH

MISSING MS17-010 WANNACRY RANSOMEWARE ASSETS WITH WANNACRY
PATCH DETECTED - AUTH ONLY

—~ W .

HacTpavBaeMble, NOAHOCTbLIO ONpeAesniseMble nosb3oBaTtenem Aswbopabl Ans
otcnexuBaHus KPI 1 nporecca Ballen nporpaMmbl no 6esonacHocT



PeweHus

KoHconmnanpyuTte Ball CTEK pelieHnn no
6e30MacHOCTM N COOTBETCTBUIO TPEOBOBAHUSAM,
CUHXPOHU3NPYNTE paboTy BalMX nogpasaeneHunn.

Oe
(X
Oe

EavHas nnatdopma no 6e3onacHocTu

e~ A

Bbe3onacHOCTb MH(PPACTPYKTYPbI
Bcé, uro BaM HE0OX0MMO [1J1s 0€30IaCHOCTH

JIOKQJILHOT'O JlaTa-LeHTpa: uHBeHTapu3auus Y T-aktusos,
MACCMBHOC U dKTUBHOEC CKAHMPOBAHUEC, YIIPABJICHUC
YA3BUMOCTSIMU U T.JI.

Be3onacHocTb 06n1a4yHOM
MHPACTPYKTYPbI

BbI JOKHBI 3alUTATE paboure MPUIIOKEHNS,
nepemMeliaemMble B myonnuHble obnaka. Haim cencopsl
TaKKe UHTETPUPOBAHbI B UHGPPACTPYKTYpbl O6IauHbIX

npoBaiifiepoB, Takux Kak AWS, Azure u GCP

Bbe3onacHOCTb KOHEYHbIX
YCTPOWCTB

MHoroo6pa3ure 1 KOIM4ecTBO YCTPOWCTB Balllell CeTH
MPOJIOJIZKAET YBEIMINBATHLCS, TO K€ CAMOE OTHOCUTCS U K
puckam 6e30MacHOCTH U COOTBETCTBHUS TpeGoBaHusIM. C
Qualys BbI MOXKeTe HENPEepbIBHO OOHAPY>KMBATb,
oTcnexuBathb u 3awmiaTh [1K, Hoyréyku, IoT ycrpoiicTsa,
cMapTgoHbI, tepudepuitnoe 060pyIOBaHNE U TIPOUNe
ceTeBble YCTPOWTBA.

Be3onacHOCTb Be6-npuio>KeHnmn
[Tpouecc o6xona UT-cuctem 1 yCTaHOBKM OMACHBIX
BEO-MPUIIOKEHUIT HUKOTIA eI HEe ObUT TAKUM MPOCTBIM JIJIs
coTpyaHUKOB. Qualys HenpepbIBHO OOHAPYKMBAET BCE

BaLlM BEO-NPUIIOKEHNUS] — OIOOPEHHbBIE U HEOJOOPEHHbIE K

MCMIOJIb30BAHUIO — M 00ECTeYnBaeT HENPEPbIBHYIO 3aLlUTY .

DevSecOps

Qualys BHOcuT Ge3onacHocTs B Baily DevOps-cpeny,
ABTOMATU3HPYS MPOIIECC OOHAPY3KEHNST OMIO0K
IIPOrPaMMUPOBAHNS 1 KOH(DUTYPHPOBAHMS B BallleM
MTEPATHBHOM, KOJUIEKTHBHOM KU3HEHHOM LIMKJIE Pa3paboTKu
MPOrPaMMHOr0 0OeCTIeYeHNs!, PACCTABIISISI IPUOPUTETHI
MICTIPABJICHUS YSI3BUMOCTEI, 3aIINIIAsT BEO-TIPHIOKEHNS I

CUTHAJIU3UPYS O XaKEPCKUX BTOPKEHUAX.

CooTBetcTBMe TpeboBaHuaAM

Brbl YKpEIIsieTe COOTBETCTBUE 'l‘pCGOBaHMHM KOMIIJICKCHBIX
BHYTPEHHUX TOJIUTUK, TPOMBIIIJICHHBIX CTAHJAPTOB 1 BHCIIHUX
HOPMATHBOB, OLICHUBAS MPU 3TOM PUCKU MOCTABIIMKOB. O6nayHble
peumeHua Qualys Jar0T BaM Y€TKOC MOHUMAHWUE CUTYalluun,
CpeACcTBa KOHTPOJIA U r’MOKOCTh MHCTPYMEHTOB, HCOGXOA[/IMble JJI
obecrneyeHnst COOTBETCTBUS TPEOOBAHMSM CO CTOPOHBI Balllei

OpraHmsanuu.



[TocTpoeHne 6e30MacHOCTU U COOTBETCTBUS
TpeboBaHUAM A1 UMPPOBON TpaHCHOpMaLUunmn C
nomoubto ObnayHoun MNnatdpopmbl Qualys

LuncdpoBas TpaHchopMaLmsa NPUBHOCUT HOBbIE BO3MOXHOCTM B Bally KOMMAAHWIO, HO OAHOBPEMEHHO
NnoJBEpPraeT ee HOBbIM pUCKaM. MNMOCTOAHHO MOSIB/IAIOTCS HOBbIE YA3BMMOCTU, TpeboBaHUS
PErynsTopoB N TOUYEYUHblE MHCTPYMEHDI, He NMpUHOcsLLMe nonb3y. O6nayHas Mnatdopma Qualys
MOMOXET BalLleN KOMMNaHWUM CMpPaBUTbCSA CO BCEMU YMNOMAHYTbIMU BbI30BaMMU.

OonTMMM3NpynTe Balum
aKTUBHOCTM B cpepe
NT-6e30nacHOCTM B o6nakax

CaKOHOMBTE BpeMsI 1 IeHbI'! C TIOMOIIIBI0 YHUBEPCATLHOTO

obsiaynoro peuenust Qualys. Bam He Hy>KHO yCTaHaBJIMBATh

WITU TIOJIEP>KMBATh KaKne-JIM0o annapaTHble UK

nporpamMHble cpefcTsa. M36eraiite npodaem, BOZHUKAIOLLIUX

TNPU NMONbITKAX 3aCTaBUTh pad0TATh BMECTE Pa3IMuHbIC

000COOJIEHHBIE PELLICHNUS.

OcyuwecTBnanuTe MOHUTOPUHT
B OAHOM MecCTe, B Nnoboe
BpeMms, B 1Il0601 Touke
MUpa, B peaJZlbHOM BpeMeHMU
OC}’LL],GC'I‘BJ]}IH'I‘G MOHUTOPUHI 0€30ITaCHOCTH U COOTBETCTBUS
'l‘pC()()B‘dHH}IM B OJJHOM OKHE 61’)1[y3€pkt, 6e3 mrarnHoB i VPN.

Bawm He HY2>KHO 2KJ1aTh 3aI1yCKa OTYETOB - BCE JITAHHbIC

OOHOBJISIFOTCS B PEXKUME PEATILHOI'O BPEMEHMU.

© NMpoaeMoOHCTpUpynTe M
noaaep>xuBaunTe
cooTBeTCcTBMEe TpeboBaHUAM

OrBeyanTe Ha 3aMpoChbl AyTUTOPOB U HOPMATHUBHBLIC
T])C()OB‘dHHﬂ CBOCBPEMEHHO U TOYHO. C narei INOMOUIBIO BbI
MO2KETE NnoKasaThb, 4YTO lleOGXO}.ll/lelC MEPbI 0€e30MacHOCT
ycneuHo (]))’HKII,[/’I()HIApy}()'I‘, 1 Ballla Cpeia HENPEPLIBHO

COOTBETCTBYET YCTAHOBJICHHBIM TpCGOB’dHHﬂM .

CoeanHnte UT, 6e30NaCcHOCTb U
cooTBeTcTBME TpeboBaHUsAM B
oaHon nnardopme n
KapAauHanbHbIM 06pasomMm
COKpaTuTe BaluuM 3aTparTbl.

=]DC

Analyze the Future

“O6naunas nnarcopma Qualys ynporaer
CJIO’KHOCTH, CBSI3AHHBIE C yIPABJIECHUEM
HECKOJIbKAMU PELLIEHUSIMU 110 Oe30MaCHOCTH,
B TO K€ BpeMsl YBEJIMUMBasi aBTOMATU3ALMIO,

3(p(PEKTUBHOCTH U MPOAKTUBHBIN MOAXOJT K

29
0€e30MacHOCTH.

Po6epT Aiioy6
\ . LY Research Director,
-

Security Products B IDC




O koMmnaHuu Qualys

Beaywmnm nposanaep SaasS cepsucos ana UT,
6e30MacHOCTM N COOTBETCTBUA TpeboBaHUSAM.

“PoxxpaeHHan B obnake”,
CBeXuM noaxon K
6e3onacHoCcTM

Kommanust Qualys Inc. (NASDAQ: QLYS) sisiercst
MIOHEPOM W BEYIIIUM TIOCTABIIMKOM OOJTAYHBIX PEIICHUIT B
o6acTv NHPOPMALMOHHOI GE30MaCHOCTH M COOTBETCTBHS
TpeboBanusiM. Bonee 11,000 opranuzanuii B 6onee yem 130
cTpaHax Mupa ncnonb3yroT Qualys, BKiro4ast GOIBITMHCTBO
kommanmit n3 cnckoB Forbes Global 100 u Fortune 100.
Qualys moMoraeT opraH13alysIM PAlMOHAIU3UPOBATH 1
KOHCOJIMIMPOBATD MX PElleHus! Mo MH(POPMALIOHHOM
6€30MacHOCTH ¥ COOTBETCTBHUIO TPEOOBAHMSIM B paMKaX OJTHOM
IaTOPMBI 1 BCTPOUTDH 6E301aCHOCTh B MHUIMATHUBHI 1O
Hudpposoit Tpancgopmanyu st odbecrnedeHust 60bLIei
'MOKOCTH, BHITO/IbI /17151 GM3HECA U CYILIECTBEHHON 9KOHOMUU

CpeJICTB.

O6naunas [Tnarpopma Qualys 1 €€ MHTErprMpOBaHHbIE
[TpunoxkeHunst HeNpepbIBHO NPEOCTABJIAIOT OPraHU3aLMsIM
JOCTYM K KPUTUYECKN Ba>KHOM MH(OPMALH 1O
0€30IaCHOCTHU, IIO3BOJISISI UM aBTOMATU3UPOBATH MOJIHbII
CIEKTP 3ajlay [0 ayIUTy, 00ECHeUeHNI0 COOTBETCTBUSI
TpeboBaHusM 1 3auTel UT-cuctem 1 Be6 npuioxkeHuit

BHYTpHU Opl"ilHlA':‘»ilIlHﬁ, Ha MOOMJIbHBIX KJIMEHTAX U B 00JIaKax.

3anpocuTte MoJIHYIo
npob6Hyro Bepcuio (6e3
orpaHu4yeHms no
KOJINYecCTBY
CKaHMpyeMbIX
YCTPOMCTB) Ha cauTe:
qualys.com/trial

Pemennst Qualys nierko BHepSIIOTCS, YIOOHBI B
9KCIIITyaTal|H, TIOJTHOCTHIO MacIITaOMpPyeMbl — U HE
tpebytor HUKAKOW unppacTpykTyphl nim

[NPpOrpaMMHOI 0O obecneueHust JI51 IOAZICP2KKU.

2019 Qualys, Inc. Bece npaa 3amumienst. 9/2019

KoMnaHusa,
KOTOPOM AOBepAIoT
no BCeMy Mupy

bonee 11,000 MexayHapoAHbIX
KoMnaHum B 6onee yem 130 cTpaHax
Mupa BblbupatoT Qualys ans
onTUMM3aLumM CBOUX MPOLIECCOB B
chepe 6e3onacHoCcTK 1 obecneveHums
COOTBETCTBUSA TpeboBaHMAM, a TaKXe
BCTpamBaHus 6e30nacHOCTM B
MHULMATMBbI MO LMdpoBON
TpaHcdopMauum — Ans NoBbILLEHUS
aflanTUBHOCTU, yNny4dweHns 6usHec
pe3ynbTaToB M CYLLECTBEHHOro
CHUXXEeHMUSs 3aTpar.

BoNbLIMHCTBO KONAaHUW U3 CMUCKOB
Forbes Global 100 u Fortune 100
nonaratoTcsa Ha Qualys

9 koMnaHuin n3 Top 10 B cdhepe TexHONOrUM

9 koMmnaHun n3 Top 10 B chepe PuTtenna

9 koMnaHun u3 Top 10
B cpepe buotexHonorunm

8 komnaHun 13 Top 10
B BbaHKOBCKOM cekTope

7 komnaHuii u3 Top 10
B XMMUYECKOW MPOMbILLTEHHOCTH



